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SIMPLE POKEMON CARD DATA MODEL

module
yang-version

namespace "https://www.plido.net/pokemons"
prefix

identity
description "Identify pokemon attacks

identity
base

identity
base

typedef
type identityref
base

4 nd
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container
leaf

leaf

list

leaf

leaf

leaf

type string
length "1..10"

mandatory true

type uint32
mandatory true

key
leaf
type
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must "derived-from-or-self(../move, 'move-amnesia’')"

error-message

type uint8

type uint8

type uint8

"Power is for Amnesia"



SIMPLE POKEMON CARD DATA MODEL

module container
leaf
yang-version o et i
Definition of the namespace for the

namespace “https://www.plido.net/pokemons” module to be unique

prefix manudtory Lrue
identity leaf .
description "Identify pokemon attacks type uint32
mandatory true
identity list
base key
leaf
type
identity
base leaf
must "derived-from-or-self(../move, 'move-amnesia')"
error-message " Power is for Amnesia move only."
typedef .
type identityref type uint8
base
leaf

type uint8

4 nd

. leaf
IMT Atlantique
Bretagne-Paysge la Loire -t y p e u l n .L2§/09/2022

Ecole Mines-Télécom



SIMPLE POKEMON CARD DATA MODEL

Structure name

module container
leaf
yang-version

namespace "https://www.plido.net/pokemons"
prefix

identity leaf
description "Identify pokemon attacks

identity list

base
identity

base leaf
typedef

type identityref

base
leaf

4 nd

IMT Atlantique leaf
Bretagne-Pays de la Loire
Ecole Mines-Télécom

type string
length "1..10"

mandatory true

Leaf = elements

type uint32 Typed

mandatory true

key
leaf
type

must "derived-from-or-self(../move, 'move-amnesia')"
error-message " Power is for Amnesia move only."

type uint8

type uint8

type u in1—2§/09/2022



SIMPLE POKEMON CARD DATA MODEL

module
yang-version

namespace
prefix

identity
description

identity
base

identity
base

typedef
type identityref
base

4 nd
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container
leaf

leaf

list

leaf

leaf

leaf

type string
length

mandatory true

type uint32
mandatory true

key
leaf
type

must
error—-message

type uint8

type uint8

type u in.l_2§/09/2022

List = several elements repeated

Need a key to identify each instance



SIMPLE POKEMON CARD DATA MODEL

module
yang-version

namespace
prefix

identity
description

identity
base

identity
base

typedef
type identityref
base

4 nd
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container
leaf

type string

length

mandatory true

leaf
type uint32
mandatory true

list
kev

Types can be defined
Here deriving from YANG identity

Since identities are unique, they can  sage
be augmented.

Lyp-e- UuLiivw

leaf
type uint8

leaf
type U in128/09/2022



SIMPLE POKEMON CARD DATA MODEL

module container
leaf
yang-version

namespace "https://www.plido.net/pokemons"
prefix

identity leaf
description "Identify pokemon attacks

identity list

base
identity

base leaf
typedef

type identityref

base
leaf

4 nd

IMT Atlantique leaf
Bretagne-Pays de la Loire
Ecole Mines-Télécom

type string
length "1..10"

mandatory true

type uint32
mandatory true

key
leaf
type
Relation between leaves can be defined

must "derived-from-or-self(../move, 'move-amnesia')"
error-message " Power is for Amnesia move only."

type uint8

type uint8

type u in12§/09/2022



PYANG IS YOUR FRIEND / IDENTIFIERS

>pyang -f identifiers pokemon.yang

nodes:
accuracy
card
hit-point
move
moves
name
power
power-point
typedefs:
move-type
identities:
move-absorb
move-amnesia
move-base-type

4. nd
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Ecole Mines-Télécom

TITRE DE LA PRESENTATION - MENU « INSERTION /
EN-TETE ET PIED DE PAGE »
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PYANG IS YOUR FRIEND / IDENTIFIERS

>pyang --sid-generate-£file=1000:30 --sid-list pokemon.yang

SID Assigned to

1000 module pokemon

1001 identity move-absorb

1002 identity move-amnesia

1003 identity move-base-type

1004 data /pokemon:card

1005 data /pokemon:card/hit-point

1006 data /pokemon:card/moves

1007 data /pokemon:card/moves/accuracy
1008 data /pokemon:card/moves/move
1009 data /pokemon:card/moves/power
1010 data /pokemon:card/moves/power-point
1011 data /pokemon:card/name

File pokemon@unknown.sid created
Number of SIDs available : 30
Number of SIDs used : 12

4. nd
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PYANG IS YOUR FRIEND / IDENTIFIERS

>pyang -f tree pokemon.yang

module: pokemon

+-—rw
fee
fee
fee

4. nd

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom

card

rw name string
rw hit-point uint32
rw moves* [move]

+—-—rw move

+-—rw power?

+--rw accuracy?
+--rw power-point?

move-type
uint8
uint8
uint8



PYANG IS YOUR FRIEND / XML SKELETON

> pyang -f sample-xml-skeleton pokemon.yang
<?xml version='1l.0' encoding='UTF-8'7?>
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<card xmlns="https://www.plido.net/pokemons">
<name/>
<hit-point/>
<moves>
<move/>
<power/>
<accuracy/>
<power-point/>
</moves>
</card>
</data>

4. nd

IMT Atlantique
Bretagne-Pays de la Loire
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YANGLINT IS ANOTHER FRIEND.

<?xml version='1l.0' encoding='UTF-8'7?>
<card xmlns="https://www.plido.net/pokemons">

<name>Pikachu</name>

<moves>
<move>move-absorb</move>
<power>10</power>
<accuracy>10</accuracy>
<power-point>100</power-point>

</moves>

<moves>
<move>move-amnesia</move>
<power>110</power>

<accuracy>10</accuracy> >yanglint -f xml pokemon.yang pikachu.xml

<power-point>100</power-point> 1libyang err : Mandatory node "hit-point" instance
</moves> does not exist. (Schema location
</card> /pokemon:card/hit-point.)

4. nd

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom



YANGLINT IS ANOTHER FRIEND.

<?xml version='1l.0' encoding='UTF-8'7?>
<card xmlns="https://www.plido.net/pokemons">

<name>Pikachu</name>

<hit-point>60</hit-point>

<moves>
<move>move-absorb</move>
<power>10</power>
<accuracy>10</accuracy>
<power-point>100</power-point>

</moves>

<moves>
<move>move-amnesia</move>
<power>110</power>
<accuracy>10</accuracy>
<power-point>100</power-point>

</moves>

4 a1 d

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom

>yanglint -f xml pokemon.yang pikachu.xml

libyang err : Power is for Amnesia move only.
(Schema location /pokemon:card/moves/power, data
location /pokemon:card/moves [move='pokemon:move-
absorb'] /power.)



>yanglint -f xml pokemon.yang pikachu.xml
<card xmlns="https://www.plido.net/pokemons">
<name>Pikachu</name>
<hit-point>60</hit-point>
<moves>

<move xmlns:pokemons="https://www.plido.net/pokemons">pokemons:move-
absorb</move>

<accuracy>10</accuracy>
<power-point>100</power-point>
</moves>
<moves>

<move xmlns:pokemons="https://www.plido.net/pokemons">pokemons:move-
amnesia</move>

<power>110</power>

<accuracy>10</accuracy>

<power-point>100</power-point>
</moves>

A

IMT Atlantique
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>yanglint -f xml pokemon.yang pikachu.xml
<card xmlns="https://www.plido.net/pokemons">
<name>Pikachu</name>
<hit-point>60</hit-point>

A ads
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>yanglint -f xml pokemon.yang pikachu.xml
<card xmlns="https://www.plido.net/pokemons">
<name>Pikachu</name>

<hit-point>60</hit-point>
T <moves> o
<move xmlns:pokemons="https://www.plido.net/pokemons">pokemons:move-
absorb</move>
<accuracy>10</accuracy> <tag>va|ue</tag> => {“tag”: Va|ue}
<power-point>100</power-point>
</moves>
<moves>
<move xmlns:pokemons="https://www.plido.net/pokemons">pokemons:move-
amnesia</move>
<power>110</power>
<accuracy>10</accuracy>
<power-point>100</power-point>
</moves>

4 s
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>yanglint -f xml pokemon.yang pikachu.xml
<card xmlns="https://www.plido.net/pokemons">
<name>Pikachu</name>

<hit-point>60</hit-point>
T <moves> o
<move xmlns:pokemons="https://www.plido.net/pokemons">pokemons:move-
absorb</move>
<accuracy>10</accuracy> <tag>va|ue</tag> => {“tag”: Va|ue}
<power-point>100</power-point>
</moves>
<moves>
<move xmlns:pokemons="https://www.plido.net/pokemons">pokemons:move-
amnesia</move>
<power>110</power>
<accuracy>10</accuracy>
<power-point>100</power-point>
</moves>

4 s
IMT Atlantique

Bretagne-Pays de la Loire
Ecole Mines-Télécom



YANGLINT IS ANOTHER FRIEND.

> yanglint pokemon.yang pikachu.xml -f json
{
"pokemon:card": {
"name": "Pikachu",
"hit-point": 60,
"moves": [

{

"move": "pokemon:move-absorb",
"accuracy": 10,
"power-point": 100

2

{

"move": "pokemon:move-amnesia",
"power": 110,

"accuracy": 10,

"power-point": 100

}
]

Bretagne-Pays de la Loire
Ecole Mines-Télécom
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AND CBOR?
CBOR

_D_iggnostic° [Jplain hex [J deterministic

156 Bytes [Jas text (Jutf8 (Jemb cbor (Jcborseq
enter hex below or| Choisir un fichier | Aucun fichier n'a été sélectionné

I
"pokemon:card": {
"name”: "Pikachu",
"hit-point": 60,
"moves": [
{
"move": "pokemon:move-absorb”,
"accuracy": 10,
"power-point": 100
}s
{
"move": "pokemon:move-amnesia”,
"power": 110,
"accuracy": 10,
"power-point": 100

4

IMT Atl
Bretagne-
Ecole Min

Al

6C

A3

# map(1l)
# text(12)
706F6B656D6F6E3A63617264 # "pokemon:card"
# map(3)
64 # text(4)
6E616D65 # "name"
67 # text(7)
50696B61636875 # "Pikachu"
69 # text(9)
6869742D706F696E74 # "hit-point"
18 3C # unsigned(60)
65 # text(5)
6D6F766573 # "moves"
82 # array(2)
A3 # map(3)
64 # text(4)
6D6F7665 # "move"
73 # text(19)
706F6B656D6F6E3AGD6F76652D6162736F7262 # "pokemon:move-absorb"
68 # text(8)
6163637572616379 # "accuracy"
OA # unsigned(10)
6B # text(1ll)
7O6F7765722D706F696E74  # "power-point”
18 64 # unsigned(100)
Ad # map(4)
64 # text(4)
6D6F7665 # "move"
74 # text(20)
706F6B656D6F6E3AGDEF76652D616D6E65736961 # "pokemon:move-amnesia™
65 # text(5)
706F776572 # "power"
18 6E # unsigned(110)
68 # text(8)
6163637572616379 # "accuracy"
0A # unsigned(10)
6B # text(1ll)
706F7765722D706F696E74 # "power-point"
18 64 # unsigned(100)




PYANG IS YOUR FRIEND / IDENTIFIERS

>pyang --sid-generate-£file=1000:30 --sid-list pokemon.yang

SID

File pokemon@unknown.sid
Number of SIDs available
Number of SIDs used

d_nd

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom

Assigned to

module pokemon

identity move-absorb

identity move-amnesia

identity move-base-type

data /pokemon:card

data /pokemon:card/hit-point

data /pokemon:card/moves

data /pokemon:card/moves/accuracy
data /pokemon:card/moves/move
data /pokemon:card/moves/power
data /pokemon:card/moves/power-point
data /pokemon:card/name

created
30
12

Al

A2

Byte®

#
i
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
i
i
#

19 O3EC
A3
07
67
50696B61636875
01
18 3C
02
82
A3
02
19 O3E9S
01
0A
04
18 64
A4
02
19 O3EA
03
18 6E
01
0A
04
18 64

map (1)
unsigned(1004)
map(3)
unsigned(7)
text(7)
"Pikachu"
unsigned(1l)
unsigned(60)
unsigned(2)
array(2)
map(3)
unsigned(2)
unsigned(1001)
unsigned(1l)
unsigned(10)
unsigned(4)
unsigned(100)
map (4)
unsigned(2)
unsigned(1002)
unsigned(3)
unsigned(110)
unsigned(1l)
unsigned(10)
unsigned(4)
unsigned(100)



CONVERSION

{1004:

{7: "Pikachu”,

1: 60,

2: |
{2: 1001,
1: 10,
4: 100},
{2: 1002,
3: 110,
1: 10,
4: 100)
]

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom

{"pokemon:card”:

{

>pyang --sid-generate-file=1000:30 --sid-list p

SID Assigned to

1000 module pokemon

1001 identity move-absorb

1002 identity move-amnesia

1003 identity move-base-type

1004 data /pokemon:card

1005 data /pokemon:card/hit-point

1006 data /pokemon:card/moves

1007 data /pokemon:card/moves/accuracy
1008 data /pokemon:card/moves/move
1009 data /pokemon:card/moves/power
1010 data /pokemon:card/moves/power-point
1011 data /pokemon:card/name

File pokemon@unknown.sid created
Number of SIDs available : 30
Number of SIDs used : 12



CONVERSION

1004+7 = 1011

{1004:

{7: "Pikachu”,

1: 60,

2: |
{2: 1001,
1: 10,
4: 100},
{2: 1002,
3: 110,
1: 10,
4: 100)
]

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom

{"pokemon:card”: {

"name” :

“Pikachu”,

>pyang --sid-generate-file=1000:30 --sid-list p

SID Assigned to

1000 module pokemon

1001 identity move-absorb

1002 identity move-amnesia

1003 identity move-base-type

1004 data /pokemon:card

1005 data /pokemon:card/hit-point

1006 data /pokemon:card/moves

1007 data /pokemon:card/moves/accuracy
1008 data /pokemon:card/moves/move
1009 data /pokemon:card/moves/power
1010 data /pokemon:card/moves/power-point
1011 data /pokemon:card/name

File pokemon@unknown.sid created
Number of SIDs available : 30
Number of SIDs used : 12



CONVERSION

1004+1 = 1005

{1004:

{7: "Pikachu”,

1: 60,

2: |
{2: 1001,
1: 10,
4: 100},
{2: 1002,
3: 110,
1: 10,
4: 100}
]

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom

{"pokemon:card”:

"name” : “Pikachu”,

“hit-point”

{

60,

>pyang --sid-generate-file=1000:30 --sid-list p

SID Assigned to

1000 module pokemon

1001 identity move-absorb

1002 identity move-amnesia

1003 identity move-base-type

1004 data /pokemon:card

1005 data /pokemon:card/hit-point

1006 data /pokemon:card/moves

1007 data /pokemon:card/moves/accuracy
1008 data /pokemon:card/moves/move
1009 data /pokemon:card/moves/power
1010 data /pokemon:card/moves/power-point
1011 data /pokemon:card/name

File pokemon@unknown.sid created
Number of SIDs available : 30
Number of SIDs used : 12



CONVERSION

1004+2 = 1006

{1004:

{7: "Pikachu”,

1: 60,

2: |
{2: 1001,
1: 10,
4: 100},
{2: 1002,
3: 110,
1: 10,
4: 100}
]

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom

{"pokemon:card”:
“Pikachu”,

"name” :

“hit-point”

“move”

{

{

60,

>pyang --sid-generate-file=1000:30 --sid-list p

SID Assigned to

1000 module pokemon

1001 identity move-absorb

1002 identity move-amnesia

1003 identity move-base-type

1004 data /pokemon:card

1005 data /pokemon:card/hit-point

1006 data /pokemon:card/moves

1007 data /pokemon:card/moves/accuracy
1008 data /pokemon:card/moves/move
1009 data /pokemon:card/moves/power
1010 data /pokemon:card/moves/power-point
1011 data /pokemon:card/name

File pokemon@unknown.sid created
Number of SIDs available : 30
Number of SIDs used : 12



CONVERSION

1004+2+2 = 1008

{1004:

-~
N

2
o

o — N

i~
_— W NN

1001,
10,
100},
1002,
110,
10,
100}

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom

ikachu”,

{"pokemon:card”:

"name” : “Pikachu”,

“hit-point”
“moves” : {

“move”: “move-absorb”,

{

60,

>pyang --sid-generate-file=1000:30 --sid-list p

SID Assigned to

1000 module pokemon

1001 identity move-absorb

1002 identity move-amnesia

1003 identity move-base-type

1004 data /pokemon:card

1005 data /pokemon:card/hit-point

1006 data /pokemon:card/moves

1007 data /pokemon:card/moves/accuracy
1008 data /pokemon:card/moves/move
1009 data /pokemon:card/moves/power
1010 data /pokemon:card/moves/power-point
1011 data /pokemon:card/name

File pokemon@unknown.sid created
Number of SIDs available : 30
Number of SIDs used : 12



CONVERSION
1004+2+1 = 1007

>pyang --sid-generate-file=1000:30 --sid-list p

{1004: {"pokemon:card”: { SID Assigned to
{7: "Pikachu", “"name”: “Pikachu”, = = e
1: 60, “hit-point” : 60, 1000 module pokemon
2: | “moves” : { 1001 identity move-absorb
{2: 1001, “move”: “move-absorb”, 1002 identity move-amnesia
1: 10, “accuracy” : 10, 1003 identity move-base-type
4: 100}, 1004 data /pokemon:card |
(2: 1002, 1005 data /pokemon:card/hit-point
3: 110 1006 data /pokemon:card/moves
i ! 1007 data /pokemon:card/moves/accuracy
1: 10, 1008 data /pokemon:card/moves/move
4: 100} 1009 data /pokemon:card/moves/power
J 1010 data /pokemon:card/moves/power-point
} 1011 data /pokemon:card/name

File pokemon@unknown.sid created
Number of SIDs available : 30
Number of SIDs used : 12

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom



CONVERSION
1004+2+4 = 1010

>pyang --sid-generate-file=1000:30 --sid-list p

{1004: {"pokemon:card”: { SID Assigned to
{7: "Pikachu", “"name”: “Pikachu”, = = e
1: 60, “hit-point” : 60, 1000 module pokemon
2: | “moves” : { 1001 identity move-absorb
{2: 1001, “move”: “move-absorb”, 1002 identity move-amnesia
1: 10, “accuracy” : 10, 1003 identity move-base-type
4: 100}, “power-point”: 100}, 1004 data /pokemon:card | |
{2: 1002 1005 data /pokemon:card/hit-point
3: 110 ! 1006 data /pokemon:card/moves
i ! 1007 data /pokemon:card/moves/accuracy
1: 10, 1008 data /pokemon:card/moves/move
4: 100} 1009 data /pokemon:card/moves/power
J 1010 data /pokemon:card/moves/power-point
} 1011 data /pokemon:card/name

File pokemon@unknown.sid created
Number of SIDs available : 30
Number of SIDs used : 12

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom



CONVERSION

{1004:

-~
N

2
o

o — N

i~
_— W NN

1001,
10,
100},
1002,
110,
10,
100}

IMT Atlantique
Bretagne-Pays de la Loire
Ecole Mines-Télécom

ikachu”,

{"pokemon:card”: {

"name”: “Pikachu”,
“hit-point” : 60,

“moves” : {

“move”: “move-absorb”,

“accuracy” : 10,

“power-point”:
{“move”
“power”: 110,
“accuracy”: 10,
“power-point”:
}

}

}

100},

“‘move—-amnesia”,

100}

>pyang --sid-generate-file=1000:30 --sid-list p
SID Assigned to

module pokemon

1001 identity move-absorb

1002 identity move-amnesia

1003 identity move-base-type

1004 data /pokemon:card

1005 data /pokemon:card/hit-point

1006 data /pokemon:card/moves

1007 data /pokemon:card/moves/accuracy
1008 data /pokemon:card/moves/move
1009 data /pokemon:card/moves/power
1010 data /pokemon:card/moves/power-point
1011 data /pokemon:card/name

File pokemon@unknown.sid created
Number of SIDs available : 30
Number of SIDs used : 12



TYPE MAPPING

NETCONF/JSON YANG CORECONF

number int8, int16, int32, int64 +int/-int (majors 0/1)
uint8, uint16, uint32, uint64

true/false/null Boolean/empty special (major 7)

string(base64) binary bytearray (major 2)

string string string (major 3)

string indentityref +int

string enumeration -int/+int

4. nd
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Bretagne-Pays de la Loire
Ecole Mines-Télécom



PYCORECONF 29

<z o) dEP»

"namespace”: "data",
"identifier”: "/pokemon:card/moves/power-point",

"type": "uint8” |

%,
"namespace”: "data",
% % "identifier”: "/pokemon:card/name",
Pycoreconf CBOR iy e i
"type": "string"
}
1

"key-mapping”: {
"1006": [
1008

1

* https://github.com/lth22/pyanq
m!!’ ** https://qithub.com/alex-fddz/pycoreconf
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<schc xmlns="urn:ietf:params:xml:ns:yang:ietf-schc">

e <rule>
|—— - <rule-id-value>5</rule-id-value>
M <rule-id-length>3</rule-id-length>
[ <rule-nature xmlns:schc="urn:ietf:params:xml:ns:yang:ietf-schc">schc:nature-compression</rule-nature>
S <entry>
Dol <field-id xmlns:schc="urn:ietf:parans:xml:ns:yang:ietf-schc">schc:fid-ipv6-version</field-id>
E- <field-position>1</field-position>
(= <direction-indicator xmlns:schc="urn:i : al 1:ns:yang:ietf-schc">schc:di-bidirectional</direction-indica
= XML
ﬁ <field-length>4</field-length>
fais e <target-value>
,::: i <index>0</index>
[ <value>Bg==</value>
F'- i </target-value> 46287 bytes
<matching-operator xmlns:schc="urn:ietf:params:xml:ns:yang:ie c">schc:mo-equal</matching-operator>
— <comp-decomp-action xmlns:schc="urn:ietf:params:xml:ns:yang:iet c">schc:cda-not-sent</comp-decomp-action>
=] </entry>
o <entry>
"”- i <field-id xmlns:schc="urn:ietf:params:xml:ns:yang:ietf-schc">schc:fi -trafficcl¥AeNG
n” tem | <field-position>1</field-position> -
et et <direction-indicator xmlns:schc="urn:ietf:params:xml:ns:yang:ietf-schc"> di-bidirectional</direction-indica
) i tor>

PP DA SRR NS 7T DrES DR

e YANG DM

S:‘.‘.‘.:.';.‘L:;- e . ('ietf-schcischc': {'rule': [{'entry': [{'comp-decomp-action': -schc:cda-not-sent',

iy eywem—p— o 'direction-indicator': f-sche:di-bidirectional’,
T T M

'field-id': 'ietf-schec:fid- iva version',

T 'field-lengthy:

T s o iy 3 b 1150 3 O] 'field-positifn

- “ S I D 'matching-gpefla s hi -equal',
Vo i st " » 'target-val : nd

e | Tt " o '
_— b'a11a000f429fa: 1051 f 12000424 301120001424 0d812201000241 'value': Bg_ 31}
ew - 427d071408010512000f 112000424 £42800 42940112000 7061 {'comp-decomp-action’ 'ietf schec: cda not-sent',
i T ek it = ] 81 411127061, 74252091200014294011; 41ffa7061 18 f ‘direction ‘\ndicator : 'ietf- schc:di-bidirectional',
S i 12T M 48f 70612000 42750718 f 1 295011a \ d-
000 48t 7661a00042720718 100000000228061a field-id’ 9758 t\égaff‘lc{tass
o | 000428907 1 3028061 4286071008010512000 142520912000 42960281a2010002: 12201000242163027061a00 'field-len
- —— T o 0f428a07 112000 70612000 428807 A2519913BBBfAz?Aauaaaaszbbedsla2919992A19537Bé 020801051a00074252091200074293 'field-position’:
" 0112000f424f/ 704 ' -~ £4257070808010512000f 42520912000 hi ,: h .
42940112000 425207 £42520912000429401100042502606120001427507482d12000 25 2 'matching-operator': 'ietf-schc:mo-equal’,
42540912000 424 6fa7061: 42710 f 4254091200042 0112 'target-value': [{'index': 0,
- 08030510001 42540912000 42940112000 2000427107d82d1 1a000f 4294011200 429 411001 '
b 1a000f 1a000f425f07d82d: 42670d81220100824110 1622051821 03162310008 4295 270612000 4252091200 \ P .
] 0429301120001424F 70612000 42930112000 4245 1BBa72613555“27(1071«05515513BBBFAZSZB?luBBBfAZOM)llaBBBfAZAfadainmiﬂﬂazldﬂﬂaéﬂé {'comp-decomp-action’: IEtf sche: cda not-sent
" 1a0007428007100801051200014252091200014294011a0001424ba7061a0007427 f 1260674247 12000f424f 'direction-indicator': 'ietf-schc:di- bidirecttonal‘ N
0d81: 4112706120001427c0718 42520912000 42950112000 3248200 7061 18 a 'field-id': 'ietf-schc:fid-ipv6-flowlabel',
000f42520912000f 4 1 427907 42520 \ .
) 7061 42780718 4293011a000F424 2841 b tes 412520912000 4245 706 field-length': 20,
—— 12001 42520912000 424 2001284820 000f y 24100a706; 2000f 'field-position': 1,
o | 42940112000 7061200184850 429401120007 220100 429902 d 429¢ ' o - :mo-1i '
- 714031512000 428 4299021 4 18260 Aaaisuaev.m,. w277002a000f 120001429C0302: ‘matchtng ope:’ator' : i.e?':f schc:mo-1gnore’,
| o £429902: £429c03021403151 7a7061 2000f target-value': [{'index': o,
o | .
| 42520912000 424F 12000 fbz52B91aaaaf6293911a600thkfedala231aBa26181a7%1abaaf627d671408B1851aBBBszﬁn?labbbsz%allaeeef426f3d31a26185 ‘value': 'AjRW'}]1},
|~ 1 42800’ f 429401 1a000f 4271 200 1127061200042 1200042 SVramn_Aacamn_actiant e Viatf_crhmorda_mamnndal
| 9401120007424 £a7061a000f427C0) 4241 7061 42700718 429 424f0d81a2
Tons ces o 7061200042790718: 4247 70612000 42780718 22010002
= 7061 4252091200074293011a000 7424 421633 112000424 4282
pora | o f 1120004 142886 425209120001429401" 4 4 30118999\‘10210\‘ 1a70612000F
pevesms | 112000 424F 429301120001 424 120 120001429301
| 1a000424f 112000 120001 £42530912000£429501120004200003222010002014
p— 22010 425a 200042440481 12000742710 120007 4264 1a000f
| — - | 425f07d82d! 424
[
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Abstract

This document defines YANG data models which allow a Software-Defined
Networking (SDN) Controller (Controller) using NETCONF, RESTCONF or
CORECONF to provide configuration and monitoring Internet-of-Things
devices (Things) that support Ephemeral Diffie-Hellman Over COSE
(EDHOC) and/or OSCORE. In particular, a YANG data model defines the
required configuration parameters to perform EDHOC between two Things
(EDHOC case). Another YANG data model is to configure the OSCORE
contexts directly into the Thing (OSCORE case). The service
described in this document allows the configuration and monitoring

Things that supports EDHOC and OSCORE or only OSCORE by allowing a
protected Thina-to-Thina communication based on CoAP.
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module: ietf-i2nsf-oscore
+——rw oscore
+—-—rw contextx [name]

+--rw name string
+-—-rw common-ctx

|  +-—-rw id? binary
| +--rw aead-alg? uint32
| +--rw hkdf-alg? uint32
| +--rw master-key? binary
I

+--rw master-salt? DINary

+——rw sender-ctx

| +——rw id? binary
+--rw recipient-ctx

+--rw replay-window? uinté64
—-—-rw target-resourcex [target]
+--rw target inet:uri
+-—-rw policy? policy-t
+-—-rw name-ref? string
—-—rw local-resourcex [local]
+-—-rw local inet:uri
+-—-rw policy? policy-t
+-—-rw name-ref? string
4 N4
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|
|
|
|
|
|
|
|
|
|
| +——rw id? binary
|
+
|
|
|
+

module: ietf-i2nsf-edhoc
+—-—rw edhoc
+--rw auth-entryx [name]

+——rw name string
+-—rw id-cred-x binary
+--rw auth-method? auth-method-t
+-—rw cred-x? binary

+--rw private-key? binary

-rw connectionx [name]

+-—rw name string

+--rw local
+-—-rw autostartup? boolean
+--rw auth-cred-ref string
+——rw c-x? binary
+-—-rw suites-x? binary

|

I

I

I

| +-——rw ead-x

| +-—-rw ead-a? binary
| +-—-rw ead-b? binary
+-—-rw remote
I

I

+-—-rw id-cred-x binary

+——rw auth-method? auth-method-t
| +-—-rw cred-x? binary
+-—-rw key-confirmation? boolean
+-—rw set-oscore? boolean

+-—-rw key-update-context? binary
+-—-rw reauth-time

+——rw soft? uint32

+-——-rw hard? uint32
+-—-rw target-resourcex [target]
| +--rw target inet:uri
| +-—-rw policy? policy-t
| +--rw conn-ref UNIVERSIDAD DE
+-—rw local-resout? MURCIA
+——rw local
+--rw policy?
+-—-rw conn-ref? string

I
I
I
I
I
+—
I
I
I
I
|
I
I
I
I
I
I
I
I
I
I
I
I
I
|




Model used | OSCORE | EDHOC+OSCORE

EDHOC Exchange 0 1057

Request Payload 21 21

Response Payload 20 20

OSCORE Request 99 89

OSCORE Response 82 82

Total Data Sent | 181 | 1228
~»

Iyl OSCORE U

responder/server initiator/client
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UNPROTECTED DATA EXCHANGE BETWEEN CONTROLLER AND TARGET
DEVICES THROUGH CORECONF.

Model used

| OSCORE |

Payload to Server
Payload to Client
POST to Server
Server ACK
POST to Client
Client ACK

108
117
159
48
168
48

d_nd
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UNPROTECTED DATA EXCHANGE BETWEEN CONTROLLER AND TARGET
DEVICES THROUGH CORECONF.

Model used | OSCORE | EDHOC+OSCORE contro 1 1 cE
Payload to Server 108 1365
Payload to Client 117 1382
POST to Server 159 1473
Server ACK 48 102
POST to Client 168 1490
Client ACK 48 102
sl s2
1l 1l
g | 2
responder/server initiator/client

d_nd
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Conclusion: Don’t develop protocols, define Data Models

MANAGEMENT CONFIGURATION
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